
Scope 

SHELBY COUNTY ELECTION COMMISSION 

Operations Center Access & Security Policy 

The purpose of this policy is to balance the rights of citizens to view the activities of the 

Shelby County Election Commission ("SCEC") with the very real need to prevent 

unauthorized access to election delivery equipment, information, or areas and any 

tampering or even the appearance of tampering with election materials. The approach is 

security role based and is created to accomplish 1) Principle of Least Privilege, 2) Need 

to Know or access in order to perform one's duties or fulfil one's role, and 3) Only as long 

as needed to perform task( s ). 

Authority 

While the SCEC adopts this Operations Center Access & Security Policy and may 

take any lawful action related to the security of the Operations Center, the SCEC 

delegates the responsibility for maintaining of security of the SCEC offices and any other 

rooms or facilities it may use in the performance of its duties to the Administrator of 

Elections. pursuant to Tenn. Code Ann.§ 2-12-116(15). 

The SCEC or the Administrator of Elections may make exceptions to the 

Operations Center Access & Security Policy for any legitimate reason that advances the 

purpose of this policy. If any Shelby County citizen disagrees with an exception to this 

policy made by the Administrator of Elections, he or she may report in writing their 

disagreement to the SCEC. The SCEC may then consider the citizen's report at its next 

regularly scheduled SCEC meeting and take any lawful action. 

Definitions 

• Proxy Card: A proximity card or a key card is a contactless smart card issued by

the SCEC that provides access to certain areas pursuant to its programming.
• Election Day: Any day (whether morning, afternoon, evening, or night) during

which a ballot is counted, recounted or tabulated pursuant to Tennessee law or

judicial order.
• Election Day Visitor: Any individual who enters the Operations Center on an

Election Day who is not an SCEC staff member, Election Commissioner, SCEC

contractor, SCEC attorney, State Election Commissioner, or employee of the

Tennessee Division of Elections.
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• Secure Area: Each and every room and area within the Operations Center except

the Front Hallway and the Training Room. The Administrator may designate

additional areas as a Secure Area in his or her discretion.
• Server Room: The room which contains the tabulation server, upload equipment,

and election reporting equipment. An SCEC Commissioner may access the Server

Room only if (1) the Commissioner has received server training and (2) a

Commissioner, Administrator, or Deputy Administrator of the other party who has

also received server training is present in the Server Room at the same time.
• Observation Area: The area from which the Server Room may be observed

through a glass window.
• Front Hallway: The hallway at the front of the building which includes the public

entrance. For clarity, the restrooms are part of the hallway under this Security

Policy.
• Training Room: The large conference room in the southeast corner of the

Operations Center.
• Central Offices: The area behind the glass window in the front of the building

through which the public may request assistance.
• Small Conference Room: The room across the hall from the Counting Room

which contains a small conference table.
• Counting Room: The room utilized for the counting of absentee ballots on

Election Day which contains a glass window to the warehouse.
• Warehouse: The large room which encompasses the northern half of the

Operations Center and features overhead doors to allow the loading and unloading

of trucks.
• Fire Safe: [unknown]
• Voting Machine Tech storage room: The room adjacent to the Voting Machine

Tech Office where spare and miscellaneous equipment is stored
• Vault: The room where active election documents are stored and safes where are

located.

Public Meetings 

• Visitors attending public meetings of the Election Commission that are held in the

Training Room must sign in at the meeting desk.
• If a Commission meeting must be held in the Small Conference Room that is

behind a Proxy Card lock, then visitors will need to sign in and receive badges.

Full Time & Regular Part Time Employees of the Election Commission: 

• All employees have name badges and the badges must be worn in a visible location

at all times.
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